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Abstrak 

Peningkatan jumlah pusat data cloud disebabkan karena peningkatan jumlah 

perusahaan yang migrasi ke cloud computing. Banyak keuntungan yang didapat perusahaan 

ketika migrasi ke cloud, namun tidak sedikit juga kelemahannya. Keamanan dan privasi 

multitenancy merupakan tantangan penting bagi pengguna cloud migration. Penelitian ini 

mengusulkan cara menilai risiko yang kemungkinan akan muncul dalam proses cloud migration 

terhadap aplikasi bisnis logistik. Metode penelitian yang digunakan adalah semi kuantitatif 

dengan pendekatan 3 fase, yaitu sebelum migrasi, saat migrasi dan setelah migrasi dengan 

mempertimbangkan kriteria aspek risiko dan aspek lingkungan yang akan berdampak pada 

perusahaan, sehingga perusahaan  dapat membuat perencanaa mitigasi risikonya. Hasil 

penelitian ini mengidentifikasi 11(sebelas) ancaman pada cloud yang menduduki ranking 

teratas, serta mengidentifikasi sebanyak 17(tujuh belas) indikator yang didapat dari hasil 

pengidentifikasian terhadap indikator-indikator pada model atau framework sebelumnya yang 

digunakan untuk menilai risiko pada aplikasi bisnis logistik yang akan dimigrasikan ke cloud. 

Berdasarkan hasil eksperimen dalam penelitian ini, bahwa nilai risiko aplikasi saat migrasi dan 

setelah migrasi memiliki nilai yang lebih tinggi dibandingkan sebelum migrasi, dan nilai risiko 

saat migrasi lebih tinggi dibandingkan nilai risiko setelah migrasi. 

 

Kata kunci—Cloud Computing, Cloud Migration, Ancaman, Indikator, Nilai Risiko 

 

Abstract 

The increase in the number of cloud data centers is due to an increase in the number of 

companies migrating to cloud computing. There are many advantages that companies get when 

migrating to the cloud, but there are also many disadvantages. Multitenancy security and 

privacy are important challenges for cloud migration users. This study proposes a way to assess 

the risks that may arise in the cloud migration process for logistics business applications. The 

research method used is semi-quantitative with a 3-phase approach, namely before migration, 

during migration, and after migration by considering the criteria for risk aspects and 

environmental aspects that will have an impact on the company, so that companies can make 

risk mitigation plans. The results of this study identified 11 (eleven) threats in the cloud that 

occupy the top ranking and identify as many as 17 (seventeen) indicators obtained from the 

identification of indicators in the previous model or framework used to assess risks in logistics 

business applications that will be implemented. migrated to the cloud. Based on the 

experimental results in this study, the application risk value during migration and after 

migration has a higher value than before migration, and the risk value during migration are 

higher than the risk value after migration. 
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1. INTRODUCTION 

 

The company's increasing business growth  requires a large area of data storage. If this 

is done independently (on-premise), then the company must prepare a data storage area and 

infrastructure to access the data independently. [1], Of course, it will pose many challenges or 

risks, including the server workload that will increase due to access to that set of data. 

Companies that have large data sets, intend to migrate to cloud computing, which means that 

companies will get collective server facilities, software, infrastructure, data storage, services, 

and information technology resources according to company needs. [2]–[4]. When the 

researcher conducted a Focus Group Discussion (FGD) with several cloud service customers, it 

reveals that with cloud computing technology the company got several advantages, including 

(1) growing customer satisfaction, so that public trust increased; (2) information can be obtained 

by customers more quickly, especially during the current pandemic, businesses must continue to 

run, and companies are very dependent on the cloud; (3) accelerate business products; (4) cost 

efficiency; (5) data security, such as firewall, recovery. The disadvantage of cloud migration is 

that users cannot directly control the system in processing their data and applications. It happens 

because data users and cloud servers are not in the same domain. Multitenancy security and 

privacy is an important challenge for cloud users, as multitenancy allows multiple users to run 

their applications simultaneously on the same infrastructure and opens the door to possible 

privacy leaks [5]. Virtual machines are one of the risks that arise due to attacks in the cloud 

environment such as viruses, worms, malware, and others [6], [7]. 

Several previous studies that proposed a risk assessment framework to support users in 

making migration decisions to the cloud were carried out by analyzing risks and the techniques 

used with a semi-quantitative approach [8]. The results of his research explain the steps in 

preparing for migration to the cloud, starting from initiating risks, identifying and categorizing 

risks, then analyzing and controlling risks. The final risk value calculation is calculated based on 

the average risk factor value estimated with the overall risk probability and impact and does not 

explain how to calculate the risk value during or after migration to the cloud [8]. Then further 

research by [9] to assess the security of information systems, the results of his research propose 

steps to be taken in assessing risks to information system security in the cloud context starting 

from (1) determining asset information; (2) defining threats; (3) determine existing 

vulnerabilities; (4) perform risk analysis and assessment; and (5) processing the existing risks. 

The calculation of risk value is calculated by considering 1 (one) coefficient indicator which 

states as the ratio of the control level, and in this study does not compare the residual risk or risk 

with a value that is close to the actual result, so that the risk value in this study there is only one 

formula for calculating risk, namely before migration (before migration). Further research [10] 

analyzed the risks of using Software as a Service (SaaS) applications to validate supply chain 

usage with the Cloud Supply Chain Cyber Risk Assessment (CSCCRA) model, the results of 

this model enable CSPs to understand, manage, and make well-informed decisions about their 

cloud risks Software as a Service (SaaS) application users. In addition, a cloud-based health 

service has also been developed to solve problems in integrated health services [11]. Many 

solutions are offered by CSP in the process of migrating to the cloud, but we still have to be 

smart in determining which solution is the most appropriate for us to use so that we will get the 

maximum cloud migration service that suits our company's needs [12]. Based on the results of 

these previous studies, there are no studies that measure the risk value of migrating applications 

to a special cloud to support the logistics company's business. Even though the development of 

the logistics business is currently growing rapidly, especially since the Covid-19 pandemic the 

need for logistics services such as transportation, warehousing, and sales is increasing. This 

makes logistics companies must be able to adapt quickly to maintain their company's business, 

such as carrying out digital transformation. When the company has made a digital 

transformation, it is very likely that the business processes or systems that are run by the 

company are already cloud-based. 
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Based on research results [8], [9] the measurement of the risk value in cloud migration 

does not explain how much the risk value during migration and after the migration is. Even 

though this is an important thing for decision makers to consider because during migration and 

after migration to the cloud it is likely to disrupt the company's business and is a risk. [13], as 

illustrated when there is a cloud outage by amazon, because data is stored centrally in the cloud, 

this can paralyze the business of companies that depend on that data [4]. For companies to know 

the risks that might arise in this cloud migration process, companies need to carry out risk 

calculations on applications that will be migrated to the cloud by considering the criteria for risk 

aspects and environmental aspects that will have an impact on the company. can know from the 

start whether the impact of cloud migration is dangerous or not. So this is an opportunity for 

researchers to contribute to developing previous studies by creating a risk value calculation 

model for applications that will be migrated to the cloud for the logistics business as measured 

by a 3 (three) phase approach, namely before migration, during migration, and after. migration. 

 

 

2. METHODS 

 

We divide the phase in risk assessment for logistics applications on cloud migration into 

2 (two) phases, namely the initiation phase and the implementation phase, as shown in Figure 1.  

 

 
 

Figure 1  Research design 

2.1 Initiation Phase  

The steps in this research design are adopted from the risk assessment process of the 

ISO/IEC Guide 7 standard [14],  risk scenario in the risk evaluation of the IT Risk Management 

Framework v.1 Governance and Standards Division [15], and risk assessment using the 

OCTAVE method [16]. The data collection techniques used in this study were Literature 

Review, Questionnaire, Interview, and Focus Group Discussion (FGD), as well as adopting a 

risk measurement formula from the results of previous studies [8], [9]. 

2. 2 Implementation Phase 

This section will explain risk identification, where the sub-sections related here are 

asset identification, threat identification, and vulnerability identification which will be the basic 

components of risk measurement in this research. The next stage, mapping of threats to assets 

aims to find out how many threats are likely to appear to the security of applications that will be 



◼           ISSN (print): 1978-1520, ISSN (online): 2460-7258 
 

IJCCS  Vol. 16, No. 3, July 2022 :  325 – 334 

328 

migrated to cloud computing. We also make relationships between vulnerabilities to threats and 

risks. In this study, the relationship between threats and vulnerabilities is assumed that 1 (one) 

threat can have several (N) vulnerabilities, so the relationship between threats and 

vulnerabilities is 1-N (one to many). The method of assessing total risk on assets is carried out 

using 3 (three) approaches, namely before, during, and after migration, where previously we 

determined risk and environmental aspects that affect the company, set risk measurement 

instruments on cloud migration, and determined how to calculate asset weights. The stages 

carried out in the risk assessment of logistics applications that will be migrated to the cloud are: 

 

1. Identify Assets, Threats, and Vulnerabilities 

2. Asset and Threat Mapping, the relationship between threats and vulnerabilities 

3. Determine Risk and Environmental Aspects that Affect the Company 

4. Establish Risk Measurement Instruments on Cloud Migration 

5. Define How To Calculate Asset Weight 

6. Determine the method of calculating total risk on assets 

 

 

3. RESULTS AND DISCUSSION 

 

In this study to calculate the risk value of logistics applications that will be migrated to 

the cloud, the first step is to calculate the asset weight value. In calculating the value of asset 

weights, it is necessary to have criteria that have an impact on each application and the weight 

of each of these criteria. The asset weight measurement criterion is a qualitative measure used to 

evaluate the impact of risk on applications to be migrated to the cloud [16]. This asset weight 

criterion refers to the risk measurement criteria of the OCTAVE method, but in this study, the 

asset weight criterion is intended specifically for applications that support business processes in 

the logistics business. Our next step is to calculate risk values before migration, during 

migration, and after migration to cloud computing.  

3. 1 Threat Identification 

The identification of this threat uses a reference from Top Threats to Cloud Computing 

The Egregious 11 [17], the results of the Cloud Security Alliance (CSA) 2020 survey of threats 

to cloud security sorted by ranking. From the results of this survey, there is a list of threats, 

risks, and vulnerabilities that stand out in the cloud computing environment as shown in Table 

1. 

 

Table 1 Types of Threats in Cloud Computing [17] 

ID_Threat Threats Type 
Probability of 

Occurrence 

TH-1 Data Breaches 5% 

TH-2 Misconfiguration and Inadequate Change Control  9% 

TH-3 Lack of Cloud Security Architecture and Strategy  17% 

TH-4 Insufficient Identity, Credential, Access, and Key Management  5% 

TH-5 Account Hijacking  16% 

TH-6 Insider Threat  14% 

TH-7 Insecure Interfaces and APIs  11% 

TH-8 Weak Control Plane 5% 

TH-9 Metastructure and Applistructure Failures  2% 

TH-10 Limited Cloud Usage Visibility  7% 

TH-11 Abuse and Nefarious Use of Cloud Services  9% 
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Threats type in Table 1 is obtained from the results of a survey of 241 industry 

experts as respondents about security issues in the cloud, and the result is that there are 11 

(eleven) threats that stand out in cloud computing security issues [17]. The Probability of 

Occurrence column is the percentage of the possible risk of each type of threat in cloud security. 

The Probability of Occurrence value for each threat is obtained based on the results of the Focus 

Group Discussion (FGD) activity which is one way for researchers to obtain research 

references. The percentage of possible risk given to each of the above threats is also the decision 

of the cloud service user. 

3. 2 Risk Assessment Indicator 

The risk assessment indicators used in this study are adopted from several indicators 

contained in the current risk management model or framework [14]–[16] and added with 

indicators from the results of previous studies [8], [9]. In detail, the indicators used can be 

shown in Table 2. 

 

Table 2 Risk Assessment Indicators 

No. Indicators 
Before 

migration 

During  

migration 

After  

migration 

1 Integrity 15% 10% 8% 

2 Availability 20% 15% 8% 

3 Confidentiality  15% 10% 8% 

4 Security Policies 10% 8% 5% 

5 Service Level Agreement 5% 8% 5% 

6 Standard and reference models 15% 6% 5% 

7 Backup data 10% 8% 6% 

8 System malfunctions 10% 6% 6% 

9 Unauthorized transmission  5% 5% 

10 Financial   8% 5% 

11 Technological   8% 5% 

12 Business goals  8% 8% 

13 Capabilities     5% 

14 Structures (e.g. governance, roles, 

and accountabilities).  

  5% 

15 Productivity   6% 

16 User experience    5% 

17 Maintenance difficulties    5% 

 

Indicators for assessing risk before migration consists of integrity (level of information 

that can be used without any change in information), Availability (Readiness of information that 

can be accessed anytime 24 hours by users), Confidentiality (Ensure confidentiality of 

information through information security from the use of unauthorized to maintain customer 

trust), Security Policies (There are policies related to the security of information and company 

data), Service Level Agreement (Level of compliance with policies per legislation), Standard 

and reference models (Standards and reference models are adopted by the organization), data 

backup (data backup process is carried out on an ongoing basis), and system malfunctions (the 

system does not function properly). The indicators used to assess risk during migration are a 

number of indicators before migration plus Unauthorized transmission indicators (Error rate in 

data transmission), Financial (There is an increase in operational costs due to migration to the 

cloud), Technological (The amount of change in technology used as a result of migration to the 

cloud), cloud), Business goals (There is an increase in the company's business due to migration 

to the cloud), while for risk assessment after migration we add indicators of Capabilities (level 
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of employee ability due to migration to the cloud), Structures e.g. governance, roles and 

accountabilities (The magnitude of changes in organizational governance due to migration to the 

cloud), Productivity (There is an increase in employee work productivity due to migration to the 

cloud), User experience (Sufficient customer experience with cloud technology), and 

Maintenance difficulties (level of maintenance difficulties when migrate and operate in the 

cloud). 

 

3. 3 Risk Assessment (Before-During-After) Migration 

First, we calculate the weight value of each logistics application that will be migrated to 

the cloud with the equation (1). 

 

= )( * Wappla vr
 
                                                                                                (1) 

 
where: ra= result assessment; vappl= value of asset (application); w = criteria weight.  

The formula on equation (1) will add up all existing asset weight values against each 

application that will be migrated to the cloud. Value of asset (app) is the value that will be given 

by cloud service users by considering the asset weight criteria (low, medium, or high) based on 

the data entry rubric for asset weight, while w is the amount of asset weight value according to 

the predetermined asset weight criteria. 

Risk assessment is carried out in 3 (three) phases, namely risk assessment before 

migration, risk value during migration, and risk after migration to the cloud. Figure 2 shows an 

example of a script to measure risk values before migration, during migration, and after 

migration to the cloud. Risk assessment before migration is calculated by considering possible 

threats to assets and their vulnerability values, risk assessment during migration is obtained 

from the accumulation of the average risk value before migration and risk value when migrating 

to the cloud by considering several risk aspect criteria, while risk value assessment after 

migration to the cloud, obtained from the average risk value before migration is accumulated 

with the risk value after migration to the cloud by considering several environmental aspects 

criteria. 

 

 
 

Figure 2 Before-During-After Migration Application Script 
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The measurement of the risk value before migrating to the cloud begins by 

reviewing the list of assets and the weight of each criterion on the asset to determine the 

value of the result assessment ra, the value of the Probability of Occurrence po obtained 

from the magnitude of the possibility of a threat, and the value of vulnerability v on 

each asset that determined from the number of threats t to assets where each threat 

contains one or more vulnerabilities. First, the risk value of each asset ri is calculated 

based on the value of the result assessment ra and the value of the probability of 

occurrence po as much as the number of threats-i. Furthermore, if I>n, then the total risk 

value of each asset R1tot is calculated by accumulating the risk value of ri plus the value 

of v, as shown in equation (2). 

 

vrR i= )(1
 
                                                                                                                 (2) 

 

where: R1= total risk value; ri= risk value; v = vulnerability. 

 

The risk assessment during migration to cloud computing aims to calculate the 

possible magnitude of risk value when carrying out migration by considering indicators 

of risk aspects before migration as shown in Table 1. The risk value during R2tot 

migration is the total risk value before R1tot migration plus the calculated ra result 

assessment value first based on the value of possible threats to the asset value po against 

the weight of the risk aspect criteria by considering the indicators that have been set. 

The formula for assessing the risk during migration is shown in equation (3). 

 
)/2r+( a1tot2 RR tot =

 
                                                                                                        (3) 

 

where: R2tot= total risk value during migration to the cloud; R1tot= total risk value before 

cloud migration; ra= result assessment (asset weight value per application adjusted for risk 

aspect indicators). 

 

The risk assessment after migration to the cloud is intended to determine the 

possible magnitude of the risk value that will arise after the migration process to cloud 

computing is completed. Where the risk value after R3tot migration is the total risk value 

before R1tot migration plus the result assessment value ra which is calculated first based 

on the value of possible threats to the asset value po to the weight of the environmental 

aspect criteria indicators (after migration) as shown in Table 1. To get the value of risk 

after migration used the formula as shown in equation (4) 

 
)/2r+( a1tot3 RR tot =

 
                                                                                                        (4) 

 

where: R3tot= total risk value after migration to the cloud; R1tot= total risk value before 

migration to cloud; ra= result assessment (asset weight values per application adjusted for 

environmental indicators). 

3. 4 Risk Assessment Results 

Equation (1) can be used to find the weight value of each asset. In this study, the assets 

used are logistics business applications that will be migrated to the cloud (in this case there are 

13 applications, AP-1 to AP-13). To get the asset weight value in the 1st application (AP-1) the 

value given to each asset weight indicator for example 50, 50, 30, 40, 50, 40, 60, 30, then the 

sum of the results of the weight assessment is: 
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result assessment (ra) =(50 x 15%)+(50x20%)+(30x15%)+(40x10%)+(50*5%) 

+(40*15%)+(60*10%)+(30*10%) = 43,50 

 

The same way is done to calculate the value of asset weights for the second application 

and so on (AP-2 to AP-13). The value of vulnerability in each asset can be determined by 

conducting a survey first to cloud service users, this is because the value of vulnerability to 

assets is very dependent on how we handle threats to our assets. Vulnerability value is how 

likely the threat can occur.  

Based on the results of the calculation of asset weights, the value of vulnerability in 

each asset, and taking into account the weight value of each indicator on the risk aspect, the risk 

value is obtained before migration, during migration, and after migration, to the cloud, as shown 

in Table 3. 

 

Table 3 Experimental Results 

ID_App 
Result 

Assessment 
Vulnerability   

Before 

Migration 

During  

Migration 

After  

Migration 

AP-1 43,50 6,75 28,07 36,33 35,93 

AP-2 47,75 5,65 26,18 37,19 36,19 

AP-3 53,00 6,83 22,73 35,37 35,49 

AP-4 57,75 6,02 23,35 39,32 39,20 

AP-5 55,00 6,25 24,40 38,05 36,05 

AP-6 60,00 6,96 32,76 46,83 45,60 

AP-7 51,75 5,31 26,53 40,22 39,37 

AP-8 49,25 7,28 24,02 30,22 33,84 

AP-9 57,25 6,71 31,90 44,65 44,12 

AP-10 46,00 6,23 17,27 31,73 30,48 

AP-11 41,50 5,06 12,95 26,60 25,30 

AP-12 56,50 7,21 39,98 49,11 47,99 

AP-13 40,75 6,38 23,09 31,60 31,25 

 

 

 
Figure 3 Trends of Risk Value 
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In calculating the risk value, the resulting value is not a fixed risk value, this depends on 

how the company strategizes against possible threats. In this study, the risk value generated as 

shown in Table 3 is not fixed, because the measurement of the risk value is influenced by the 

magnitude of the possibility of threats to each application that is migrated to the cloud, the 

magnitude of the possible impact from the risk aspect, and the magnitude of the possible impact 

from the environmental aspect that occurs. in conditions before migration, during migration, and 

after migration to the cloud. 

Based on Figure 3, it can be seen that the risk value during migration and after 

migration to the cloud has a relatively higher value than the risk value before migration, while 

the average risk value during migration has a relatively higher value than after migration risk 

value. This shows that the possibility of threats and risks that occur during the migration process 

is higher. System services by companies that are migrating to the cloud to customers may be 

disrupted due to this migration process. For this reason, it is a particular concern for companies 

that use cloud services, that when the company has decided to migrate to the cloud, it is 

necessary to take risk mitigation actions first by the company by conducting a risk assessment 

of the assets to be migrated to the cloud [18]. So that the company can quickly find out what 

possible threats will threaten the assets to be migrated and how much risk the company must 

face. This risk mitigation step is one form of effort toward the company's business sustainability 

[19]. 

 

 

4. CONCLUSION 

 

The research design used in this study was carried out in 2 (two) phases, namely the 

initiation phase and the implementation phase which became the method for measuring the risk 

value of logistics business applications in cloud migration. 

Based on the experimental results, it proves that the risk value the during migration 

phase provides a relatively high-risk value compared to the risk value before and after migration 

in cloud migration. 
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