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a b s t r a c t

The era of the industrial revolution 4.0 was an era marked by the transition of information and commu-
nication technology that was able to create new technology-based investments. Internet of things (IoT),
Big Data, and Cloud Computing are the foundations that underlie this 4.0 industrial revolution. Cloud
Computing is a service that provides network storage space and computer resources using an internet
connection as a medium of access. Cloud Service Providers (CSP) offer attractive services, making more
and more companies want to migrate to the cloud. Sometimes the migration process to cloud computing
faces problems or even failures, and this is certainly a risk for cloud service users. This study will identify
the types of risks and risk components in cloud migration using the Systematic Literature Review (SLR)
method. The databases used in selecting articles that match the criteria include: Emerald Online, IEEE
Xplore, ScienceDirect, SpringerLink, and between 2015 and 2020. The results of this study, there were
74 articles selected according to the criteria and reviewed. The output of this study shows that there
are 7 types of risk in cloud migration, namely information security risk, risk of losing data access, risk
of using virtual machines, errors in choosing CSPs, risk of compliance with various laws and regulations,
financial risk, and management failure, the weights of 25%, 21%, 18%, 14%, 11%, 7%, and 4% respectively, as
well as 5 risk components, namely threats, impacts, risk factors, vulnerabilities, and damage with a
weight of 33%, 27%, 20%, 13%, and 7%.
� 2021 The Authors. Published by Elsevier B.V. on behalf of King Saud University. This is an open access

article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
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1. Introduction

Systematic literature review (SLR) is a method used in research
to analyze or review and summarize the results of previous studies
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and the results of this SLR can be used as recommendations for
researchers to conduct subsequent studies. In this study, research-
ers used the SLR method to carry out the process of selecting arti-
cles according to the criteria selected and reviewed (Al-Ruithe
et al., 2019) focusing on the type of risk and risk components that
may arise during the cloud migration process.

A large data management system within a company certainly
requires a very large data storage area to support the company’s
business nets. This if done independently (on premise) certainly
creates many challenges, one of which is that the application work-
load will increase due to accessing the data set. Therefore, many
companies that have this large data set are looking to migrate to
the cloud. The impetus for migrating to the cloud is to reduce busi-
ness operating costs and want to improve the performance of
existing application systems (Leff and Rayfield, 2015).

Cloud computing is a platform that provides communication
services and is in the form of Internet-based computing that can
share resources, data and applications that run in a cloud envi-
ronme@@nt (T.K and B, 2016). Based on the type of service, the
Cloud is divided into 4 (four), namely: Private Cloud, which is a
Cloud service that is aimed at a group or group and limits access
only to that group; Public Cloud, which is a Cloud service that
can be accessed by any customer with an internet connection;
Community Cloud, which is a Cloud service aimed at the commu-
nity which can consist of two or more organizations that have sim-
ilar Cloud requirements; and Hybrid Cloud, which is a Cloud
service that combines at least two types of Cloud services from Pri-
vate Cloud, Public Cloud or Community Cloud (Huth and Cebula,
2011). According to The National Institute of Standards and Tech-
nology (NIST) - Reference Architecture, there are 5 (five) main
actors in the Cloud ecosystem that describe their functions and
roles, namely: consumers, providers, brokers, operators, and audi-
tors (Iorga and Karmel, 2012). According to the type of service,
there are 3 (three) types or types of services in the cloud, namely:
Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and
Software as a Service (SaaS) (Höfer and Karagiannis, 2011).

The benefits of using cloud computing technology to the possi-
ble risks that arise from this technology are described in detail in
section 1. The use of cloud computing technology services provides
many advantages in supporting the company’s business. The
advantages of cloud services include: unlimited storage, provision-
ing and updating, guaranteed privacy more secure (Ko et al., 2011).
In addition, users of cloud services can optimize server utilization,
dynamic scalability, and minimize the development of new appli-
cation life cycles (Al-Ruithe et al., 2019). But behind the benefits
obtained by cloud service users, there are also problems or risks
that arise, as illustrated when there is a cloud outage by Amazon,
because data storage is centralized in the cloud, this can paralyze
the company’s business that depends on that data (Gupta and
Gupta, 2014). Attacks on the cloud computing environment can
cause data loss as well as financial losses for cloud service provi-
ders as well as cloud servic@@e users (T.K and B, 2016). This is a
form of risk that appears in the cloud environment, namely the risk
of threats to data security and confidentiality of information
(Paquette et al., 2010; Wang, 2011), and also the risk of informa-
tion vulnerability (Inuwa, 2015; Tchernykh et al., 2019) .

Based on literature review on previous research that discusses
risk categories in the cloud (Djemame et al., 2011), elements of risk
in the cloud (Djemame et al., 2016), research on the classification
of assets that are assessed at risk for big data in cloud computing
(Bt Yusof Ali et al., 2018), challenges in adopting cloud computing
(Khan and Al-Yasiri, 2016), it is important to do further research in
the field of cloud computing. In this study, this study is different
from previous studies, where this study focuses more on the
grouping of what is included in the types of risk in cloud migration,
and wants to know what the risk components are, so that this can

be used as a reference as components in assessing risk in cloud
migration.

The next section describes the research methodology used in
this study, followed by section 3 explain the reasons why migrate
to cloud computing. Section 4 explain the results and discussion,
which contains analysis of the results of the literature review,
which relates to the types of risks and risk components in the cloud
migration process, as well as trends in state-of-the-art results.
Section 5 describes the future cloud challenges, and finally the con-
clusion is presented at the end of this paper, namely in Section 6.

2. Research methodology

The methodology used in this research is systematic literacy
review (SLR). The stages in this research are divided into 4 (four)
main parts, namely: stage 1, stage 2, stage 3, and stage 4 as used
by (Buettner and Buettner, 2016). The research question in this
study is: ‘‘What are the types of risks and risk components in cloud
migration?”. The solution used to answer this research question is
the Systematic Literature Review (SLR) method by conducting a
paper selection process that fits the selected criteria (Al-Ruithe
et al., 2019). With the SLR method, we can find out the trends of
research topics that are of great interest to previous researchers,
so that this can be used as a reference for further research. The
importance of the SLR method in this research is that researchers
can identify and analyze journals systematically according to the
recommended stages related to journals about the types and com-
ponents of risk in cloud migration.

The steps in Fig. 1 start from selecting the database source. The
databases used in this systematic literature review include: Emer-
ald Insight, IEEE Xplore, ScienceDirect, SpringerLink, the majority
of articles in the form of international journals and the results of
international proceedings between 2015 and 2020. The results of
the search based on the database are shown in Table 1. Based on
the research question, then the keywords used for the search were
determined. Search based on compatibility with given keywords,
using ‘‘Boolean” ‘‘OR” and ‘‘AND”, where the keywords used are:
‘‘risk type” or ‘‘risk component” or ‘‘risk type on public cloud” or
‘‘risk component on public cloud” or [‘‘Risk type”] and [‘‘risk com-
ponent”] and ‘‘cloud migration” or [‘‘risk type”] and [‘‘risk compo-
nent”] and ‘‘cloud migration”. The literature search strategy is
based on a meta-database (Fowley et al., 2018), then selected, arti-
cles that match the next keyword will be taken (eligible), while
those that are not suitable will be ignored (excluded). Articles that
match the keywords are articles that are selected (included), then
reviewed to get a summary of each article. We collected the paper
that published after the year 2015 to 2019 with total 3100 papers
(number of papers stage 1) as shown in Table 1. In Fig. 2. can be
seen that the number of papers selected was 74 papers distributed
from 2015 to 2020. The results of this study are based on the SLR
method, which can determine the types of risks, risk components
in Cloud Migration, and the trend of risk type that shown in
Fig. 3. In Fig. 3. shown that the highest trend of risk type is Infor-
mation security risk which is 25%.

The process of selecting this article was carried out in stages,
namely:

1) Stage 1: identify from the source database based on search
criteria, at this stage the number of articles that can be iden-
tified is 3100 articles.

2) Stage 2: identify the selected articles in the first stage based
on the article titles relevant to the research topic, at this
stage 1412 articles can be identified.

3) Stage 3: selection of articles based on the suitability of
abstract content and keywords, resulting in 230 articles.
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4) Stage 4: is the final stage of removing a number of articles
that are not eligible based on the search criteria, at this stage
74 articles can be identified. the distribution of the number
of articles from 2015 to 2020 can be shown in Table 3.

Based on Table 1 above, the steps taken in this SLR research
resulted in 74 articles which were subsequently reviewed by the
researcher. The process of screening articles from the IEEE Xplore
database source (28 articles), Emerald Insight (1 article), Science
Direct-Elsevier (22 articles), and Springer Link (23 articles). The
articles reviewed are articles sourced from research results pub-
lished in international journals and international proceedings. In
the final selection stage, the researcher summarizes the solutions
and results of the articles being reviewed.

3. Why migrate to the cloud?

Cloud migration can save costs because cloud service providers
already provide infrastructure so that it can reduce the provision of
their own infrastructure (Ren et al., 2012). Several other reasons for
companies migrating to the cloud are: (1) because cloud comput-
ing services have scalability, which means that they can meet the
needs of information technology resources according to company
needs; (2) because the cloud provider has provided settings for
both hardware configuration and software updates or server set-
tings and others, so that companies as cloud service users are more
focused on developing better innovative products; (3) because the
cloud provider has a data center that provides fast and efficient
computing services, so this will have an effect on high performance
in the cloud compared to the data center owned by the company.

Based on data from cisco.com, it is estimated that in 2020 cloud
data centers will process by 93%, while in 2021 the workload of
data centers will increase to 94%. The factor driving the migration
of workloads from traditional data centers to cloud data centers is
a greater degree of virtualization in the cloud space, which enables
dynamic deployment of workloads in the cloud to cloud service
demands. Cloud data center workload calculations compared to
traditional data centers from 2016 to 2021, are shown in Table 2.

From Table 2 shows that the workload of cloud data centers
continues to increase, this is because many companies wish to
migrate to the cloud. However, by migrating to the cloud, users
cannot directly control the system that manages their data and
applications, because data users and cloud servers are not in the
same domain. Especially for public cloud service users who imple-
ment a Shared Multi - tenant Environment. Multitenancy security
and privacy are important challenges for cloud users, because
multitenancy allows multiple users to run their applications

Fig. 1. The steps used in systematic literature review (SLR).

Table 1
Number of publications by database sources.

No. Source of Database #of Paper (stage 1) stage 2 (of titles) stage 3 (of abstract and keyword) stage 4 (selected for the final review)

1 IEEE Xplore 1356 945 90 28
2 Emerald Insight 54 20 10 1
3 Science Direct- Elsevier 304 146 55 22
4 SpringerLink 1386 301 75 23

Total 3100 1412 230 74

Fig. 2. Number of studies across the years.

Maniah, B. Soewito, F. Lumban Gaol et al. Journal of King Saud University – Computer and Information Sciences 34 (2022) 3111–3120

3113



simultaneously on the same infrastructure and opens the door to
possible privacy leaks (Rajendran et al., 2015).

4. Result and discussion

This section will explain the results of the article selection pro-
cess based on the mechanism of systematic literature review (SLR).
The final number of articles selected was 74 (seventy-four) which
were relevant and related to risk type and component on cloud
migration. The search for relevant articles is categorized into main
groups, namely: State-of-the-art risk type and State-of-the-art risk
component. Based on the a forementioned categories, the results
can be briefly described through the distribution years of publica-
tion and state-of-the-art analysis for types of risks and risk compo-
nents in cloud migration.

4.1. Publications year

The results of selecting articles based on the objectives of this
systematic literature review, there are 74 (seventy four) articles
selected, the distribution of the number of articles related to risk
types and risk components from 2015 to 2020 in detail is shown
in Table 3 below:

From the data above, we can see the trend in the number of arti-
cles in 2015–2020 related to risk types and risk components in
cloud migration.

4.2. Analysis state-of-the-art for risk type and risk component on cloud
computing

The results of surveys and literature studies on previous studies
describe security problems in cloud computing (Efozia et al., 2017),
as well as several forms of threats and vulnerabilities to cloud com-
puting (Singh et al., 2016). Security is a big challenge in cloud com-
puting (Amron et al., 2017). The results of a survey conducted by
Ghorbel et al. (2017) explained that in addition to technological
readiness, human readiness, organizational support, and the envi-
ronment in implementing cloud computing, things that are impor-
tant to note are related to security and privacy, where the
problems that often arise when migrating to cloud computing
are Privacy (Yahuza et al., 2020), also emphasized by Tabrizchi
and Rafsanjani (2020) that in cloud computing, security and pri-
vacy issues are significant challenges affecting its acceptance, so
that it can hinder the adoption of cloud computing (Modi and
Acha, 2016). In addition, the challenge in cloud computing is the
occurrence of security problems on the virtual layer (Mohamadi
et al., 2019), where virtual machines are a challenge for server con-
solidation in virtualized data centrally (Dong et al., 2019). Survey
results from (Abd Al Ghaffar, 2020) Denial of Service (DoS) attacks
to distributed DoS (DDoS) attacks are also forms of security threats
in cloud computing.

Based on Table 1 described in Section 2, the number of search
result articles identified as many as 74 articles relevant to the
search topic for risk types and risk components. The results of
the analysis based on state-of-the-art in the selected articles

25%

21%

7%

11%

18%

14%

4%

information security risk

risk of losing access to data

financial risk

risk of compliance with various regulations and laws

risk of using virtual machines

Error in choosing CSP

Failure management

0% 5% 10% 15% 20% 25% 30%

Type of Risk

Fig. 3. Trent of risk type.

Table 2
Calculation of Migration Workloads from Traditional Data Centers to Cloud Data Centers (Cisco.com).

Calculation of workload in Millions 2016 2017 2018 2019 2020 2021 CAGR 2016–2021

Traditional Data Centers 41,2 41,4 40,8 39,1 36,2 32,9 5%
Cloud Data Centers 199,4 262,4 331,0 393,3 459,2 533,7 22%
Total workload 241,5 303,8 371,8 432,4 495,4 566,7 19%
cloud data center workloads 83% 86% 89% 91% 93% 94% –
Traditional data center workloads. 17% 14% 11% 9% 7% 6% –

Table 3
Number of studies by years.

Year 2015 2016 2017 2018 2019 2020

Number 9 14 16 14 15 6
Percent 12% 19% 22% 19% 20% 8%
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Table 4
Analysis results of each article.

Scope of study Author Conclusion

Government cloud computing and national security (Maeser, 2020) Data security in cloud computing is in accordance with government
regulations.

Analyzing csp trustworthiness and predicting cloud service
performance

(Li et al., 2020) The impact of cloud computing implementation on availability,
performance, security, finance.

Lattice-based privacy-preserving and forward-secure cloud storage
public auditing scheme

(Gill and Buyya,
2020)

After migrating to a cloud server, it is important to address user data
integrity and security issues.

Failure management for reliable cloud computing: a taxonomy, model
and future directions

(Han et al., 2019) In practice, there are still many failure management in cloud computing

A data sharing protocol to minimize security and privacy risks of
cloud storage in big data era

(Sun, 2019) Storage in the cloud is associated with security and data privacy risks.

Privacy protection and data security in cloud computing: a survey,
challenges, and solutions

(Weil, 2019) Privacy and security are the most important issues for the popularity of
cloud computing services.

Risk assessment methods for cloud computing platforms (Wu et al., 2019) Information Security Risk
Cloud storage security assessment through equilibrium analysis (Xu et al., 2019) With an increasing amount of data stored on cloud servers, security and

data privacy issues have become increasingly important.
Openness and security in cloud computing services: assessment

methods and investment strategies analysis
(Zhao et al.,
2019)

Cloud related services and security.

SIV: a structural integrity verification approach of cloud components
with enhanced privacy

(Asvija et al.,
2019)

Leakage of personal data is a threat to the integrity of components in the
cloud.

Security in hardware assisted virtualization for cloud computing—
state of the art issues and challenges

(Domingo-Ferrer
et al., 2019)

The emergence of cloud technology raises concerns about security, so it
needs to be taken seriously.

Privacy-preserving cloud computing on sensitive data: a survey of
methods, products and challenges

(Juma and
Tjahyanto, 2019)

In the cloud the security concerns of frequent data breaches.

Challenges of cloud computing adoption model for higher education
level in zanzibar (the case study of suza and zu)

(Alassafi et al.,
2019)

In government systems that adopt cloud technology,data security and risk
among technological factors, as a statistically significant challenge.

A validation of security determinants model for cloud adoption in
saudi organizations’ context

(Patil et al., 2020) The most significant challenge in the cloud is Security Risk.

Designing in-vm-assisted lightweight agent-based malware detection
framework for securing virtual machines in cloud computing

(Maenhaut et al.,
2019)

Use of a virtual machine (VM) is high risk in the cloud.

Resource management in a containerized cloud: status and challenges (Singh and
Mansotra, 2019)

The use of virtual machines in cloud computing has an impact on
scalability and operational costs.

Factors affecting cloud computing adoption in the indian school
education system

(Abrar et al.,
2018)

In adopting cloud computing, the most influential factors are technology,
followed by environmental factors, and finally organizational factors.

Risk analysis of cloud sourcing in healthcare and public health
industry

(Chang et al.,
2018)

The cloud computing environment can pose a security risk threat.

Privacy-aware reversible watermarking in cloud computing
environments

(Cheng et al.,
2018)

The cloud computing environment affects both information privacy and
data privacy.

Accountable privacy-preserving mechanism for cloud computing
based on identity-based encryption

(Guo et al., 2018) The need for a privacy protection mechanism for cloud users.

A privacy-preserving online medical pre diagnosis scheme for cloud
environment

(Kozlov and
Noga, 2018)

There are still many leaks using online medical information and data, so
data privacy is not guaranteed.

Risk management for information security of corporate information
systems using cloud technology

(Ficco et al.,
2018)

Some of the risks in cloud computing, namely: information security risks.
risk of losing access to data, financial risk, and risk of compliance with
various regulations and laws.

Hybrid simulation and test of vessel traffic systems on the cloud (Neware, 2018) Implement cloud technology for resource virtualization and work
environment.

Cloud computing digital forensic challenges (Siddiqui et al.,
2018)

Issues related to digital forensics in the cloud environment, such as data
breaches, integrity, data confidentiality etc.

Security analysis of smartphone and cloud computing authentication
frameworks and protocols

(Taherkordi et al.,
2018)

Defines multiple attacks on cloud computing, especially on multiple
security vulnerabilities.

Future cloud systems design: challenges and research directions (Zhang et al.,
2018)

The challenges in cloud computing are related to the design of cloud
systems in the future.

Cloud storage for electronic health records based on secret sharing
with verifiable reconstruction outsourcing

(Subramanian
and Jeyaraj,
2018)

Storing Health data in the cloud poses security risks and privacy concerns.

Recent security challenges in cloud computing (Anjana and
Singh, 2018)

The main problems in cloud computing are security and virtualization.

Security concerns and countermeasures in cloud computing a
qualitative analysis

(Bryce, 2018) The use of cloud computing services faces obstacles on the security side.

Invalid source specified. Security governance as a service on the cloud (Hentschel et al.,
2018)

Cloud computing creates various obstacles, such as security attacks, data
loss, cyberattacks, attacks, data breaches.

Current cloud challenges in germany: the perspective of cloud service
providers

(Alshammari
et al., 2017)

Problems in adopting cloud computing are related to security risks and
uncertainties for company users.

Security threats and challenges in cloud computing (Amara and Ali,
2017)

Security attacks in cloud computing also occur in XML Signature
Wrapping attacks, Browser Security, and Lock in.

Cloud computing security threats and attacks with their mitigation
techniques

(Belbergui, 2017) Mitigation techniques need to be made in the cloud computing
environment as security against threats and attacks.

Cloud computing: overview and risk identification based on
classification by type

(Ghahramani
et al., 2017)

Identifying the security system in the cloud environment, including:
confidentiality, availability and integrity.

Toward cloud computing qos architecture: analysis of cloud systems
and cloud services

(Gonzales et al.,
2017)

Quality of service (QoS) is used to ensure the quality of security services in
cloud computing.

Cloud-trust – a security assessment model for infrastructure as a
service (iaas) clouds

(Sharma et al.,
2018)

Cloud-Trust is a security system used to measure the level of
confidentiality and integrity offered by CCS or cloud service providers
(CSPs).

(continued on next page)
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include the authors, the scope and conclusions of the research
results are shown in Table 4, and the risk categories based on the
risk type and risk component are shown in Table 5.

Table 4 describes the scope of the study, the authors and a sum-
mary of the conclusions of each of the articles reviewed. From the
results of the review of these articles, it is clear that there is unifor-
mity of research results and this is the key in research with the SLR
method. The review results show that currently international orga-
nizations are studying national and international regulations
related to data security in cloud computing (Maeser, 2020; Zhao
et al., 2019; Domingo-Ferrer et al., 2019; Alassafi et al., 2019;
Chang et al., 2018), such as the occurrence of data breaches
(Juma and Tjahyanto, 2019; Siddiqui et al., 2018; Kumar et al.,

2018; Asvija et al., 2019), and Peer-to-peer networking models
can threaten security and present an opportunity for attacks
(Cayirci et al., 2016). Along with the rapid development of cloud
technology, this has an impact on availability, performance, secu-
rity, and finances (Li et al., 2020; Patil et al., 2020; Ficco et al.,
2018; Anjana and Singh, 2018; Bryce, 2018; Amara and Ali, 2017;
Masky et al., 2016; Balco and Law, 2017; Arabo, 2015; Efozia
et al., 2017; Wu et al., 2019), data confidentiality and integrity
(Alsmirat et al., 2017; Rizvi et al., 2018; O’Loughlin and Gillam,
2016; Maniah et al., 2019; Gill and Buyya, 2020). Besides, the use
of virtual machines in cloud computing will have an impact on
scalability and operational costs (Singh and Mansotra, 2019;
Neware, 2018; Mohamadi et al., 2019) and this is a quite high chal-

Table 4 (continued)

Scope of study Author Conclusion

Managing risk in a derivative iaas cloud (Ramachandra
et al., 2017)

On the Infrastructure-as-a-Service (IaaS) cloud platform, it can cause a risk
of losing the VM state.

A comprehensive survey on security in cloud computing (Balco and Law,
2017)

Cloud computing systems can have an impact on threats and security.

Cloud market analysis from customer perspective (Kumar et al.,
2018)

The implementation of cloud computing is very helpful, especially in
increasing the accessibility of information in real time, but data security
issues become an obstacle.

Exploring data security issues and solutions in cloud computing (Alsmirat et al.,
2017)

Problems that often occur in the cloud computing environment, especially
in data security, confidentiality; Integrity; Availability; Authentication
and Access Control.

A security framework for cloud-based video surveillance system (Rizvi et al.,
2018)

Data transmission in public networks is often unsafe, especially problems
with data security and privacy, and data integrity.

A security evaluation framework for cloud security auditing (Vijayakumar
and Arun, 2019)

Problems for cloud service users are related to file security and data
privacy.

Continuous security assessment of cloudbased applications using
distributed hashing algorithm in sdlc

(Khan and Ullah,
2016)

Migration to cloud computing poses problems in terms of vulnerability
and application security.

A risk assessment framework for cloud computing (Sharma et al.,
2016)

Risk assessment in the cloud computing environment is useful for
mitigating threats and minimizing violations.

Challenges in the adoption of hybrid cloud: an exploratory study
using systematic literature review

(Kouatli, 2016) Adoption of the public cloud raises security concerns.

Identity and access management as security-as-a-service from clouds (Jouini and Ben
Arfa Rabai, 2016)

Security-as-a-service is a model for security services in the cloud.

Managing cloud computing environment: gaining customer trust with
security and ethical management

(De et al., 2016) Cloud services provided by CSP need to be reviewed for security,
including: data protection and ethics.

Comparative study of information security risk assessment models for
cloud computing systems

(Casola et al.,
2016)

Security-related risk assessment in a cloud environment.

Goal based threat modeling for peer-to-peer cloud (Cayirci et al.,
2016)

The peer-to-peer networking model can be a security threat and an
opportunity for attacks.

Towards understanding uncertainty in cloud computing with risks of
confidentiality, integrity, and availability

(O’Loughlin and
Gillam, 2016)

Opportunities for confidentiality, integrity, and availability risks to cloud
computing.

Security-by-design in clouds: a security-sla driven methodology to
build secure cloud applications

(Kholidy et al.,
2016)

The security model is designed to build security in a cloud computing
environment.

A risk assessment model for selecting cloud service providers (Opara-martins
et al., 2016)

The risk profile that often appears in CSP is related to security and privacy.

Sibling virtual machine co-location confirmation and avoidance
tactics for public infrastructure clouds

(Masky et al.,
2015)

Services in the public cloud are exposed to security threats because of the
use of servers together.

A risk mitigation approach for autonomous cloud intrusion response
system

(Arabo, 2015) Security becomes a parameter in risk assessment in the cloud computing
environment.

Critical analysis of vendor lock-in and its impact on cloud computing
migration: a business perspective

(Suzic et al.,
2015)

The problem that occurs when migrating to cloud computing is vendor
lock-in

A novel risk identification framework for cloud computing security (Kritikos et al.,
2015)

To control security in cloud computing, the risk and security factors must
first be identified.

Cyber security challenges within the connected home ecosystem
futures

(Shaikh and
Sasikumar, 2015)

Many security threat problems occur in cyber systems.

Secure data sharing and processing in heterogeneous clouds (Alqahtany et al.,
2016)

The use of multiple cloud services can pose a security threat to its users.

Security enforcement for multi-cloud platforms - the case of paasage (Molyakov et al.,
2015)

The obstacles that occur in multi cloud platforms are data security and
virtual machines.

Trust model for measuring security strength of cloud computing
service

(Nagaraju and
Parthiban, 2015)

The adoption of cloud computing will experience obstacles in terms of
data security.

A forensic acquisition and analysis system for iaas (Singh and
Chatterjee, 2016)

The problem in adopting cloud computing is choosing the right CSP.

Model of hidden it security threats in the cloud computing
environment

(Lemmens et al.,
2006)

Security threats are opportunities for vulnerabilities in cloud computing.

Trusted framework for online banking in public cloud using multi-
factor authentication and privacy protection gateway

(Shakeel and
Sharma, 2017)

The use of the public cloud raises problems with data security and privacy.
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lenge (Maenhaut et al., 2019; Dong et al., 2019). As with the use of
virtual machines in medical data and information management,
there are frequent leaks (Kozlov and Noga, 2018), and health data
storage in the cloud poses security risks and privacy concerns
(Subramanian and Jeyaraj, 2018), as well as frequent vendor
lock-in problems (Suzic et al., 2015).

With increasing amounts of data stored on cloud servers, secu-
rity and data privacy issues are becoming increasingly important
(Xu et al., 2019; Weil, 2019; Sun, 2019; Tabrizchi and Rafsanjani,
2020; Cheng et al., 2018; Guo et al., 2018; Ghahramani et al.,
2017; Ghorbel et al., 2017; Rizvi et al., 2018; Yahuza et al., 2020;
Vijayakumar and Arun, 2019; Masky et al., 2016; Opara-martins
et al., 2016; Molyakov et al., 2015), so this is of particular concern
because it can hinder the cloud adoption process (Modi and Acha,
2016; Khan and Al-Yasiri, 2016; Nagaraju and Parthiban, 2015),
besides it can cause distrust for corporate cloud users
(Alshammari et al., 2017). For this reason, it is necessary to carry
out a risk assessment related to security in the cloud environment
(Casola et al., 2016), the hope is that the services provided by cloud
service providers (CSPs) need to be reviewed for security, includ-
ing: data protection and ethics (De et al., 2016).

Several attacks that occur in the cloud environment have an
impact on cloud security vulnerabilities, such as Insider attacks,
Impersonation attacks, Reply attacks, Online / Offline password
guessing attacks, Parallel processing attacks, Forgery attacks, User
/ Server anonymity attacks, Man-in-the-Middle attack, Parallel
processing attack, Impersonation attack, Denial-of-Service attack,
Shoulder surfing attack (Taherkordi et al., 2018; Singh et al.,
2016; Khan and Ullah, 2016; Shaikh and Sasikumar, 2015;
Lemmens et al., 2006; Abd Al Ghaffar, 2020). On the

Infrastructure-as-a-Service (IaaS) cloud platform, it can pose a risk
of losing the VM state (Rashid Dar and Ravindran, 2019), likewise
for services on the public cloud the opportunity to threaten secu-
rity due to shared servers (Masky et al., 2015; Shakeel and
Sharma, 2017). The use of diversified cloud services can pose a
security threat to its users (Alqahtany et al., 2016; Molyakov
et al., 2015).

Efforts made in overcoming security risks in the cloud environ-
ment includemakingmitigation techniques in the cloud computing
environment as security against threats and attacks (Belbergui,
2017; Sharma et al., 2016; Yangui, 2016); implementing a Quality
of service (QoS) system that can be used to ensure service quality
security in cloud computing (Gonzales et al., 2017). Other efforts in
risk mitigation in the cloud environment, such as: the Cloud-Trust
system, which is a system used for security systems that are used to
measure the level of confidentiality and integrity offered by CCS or
cloud service providers (CSP) (Sharma et al., 2018), as well as the
model security-as-a-service which is a model for security services
in thecloud (Jouini andBenArfaRabai, 2016). All of these riskmitiga-
tion efforts constitute a securitymodel designed to build security in
the cloud computing environment (Kholidy et al., 2016). And of
course, for cloud serviceusers, it is also important to choose the right
CSP (Singh and Chatterjee, 2016).

A study says that the challenges in cloud computing are related
to the design of cloud systems in the future (Zhang et al., 2018),
while factors that must be considered when adopting cloud com-
puting are technological factors followed by environmental factors,
and finally organizational factors (Abrar et al., 2018), besides fail-
ure factors. management (failure management) must also be min-
imized (Han et al., 2019).

Table 5
Risk category based on state-of-the-art results.

Risk category Description References Weight

Risk type Information security risk (Maeser, 2020; Li et al., 2020; Gill and Buyya, 2020; Tabrizchi and Rafsanjani, 2020; Modi and
Acha, 2016; Abd Al Ghaffar, 2020; Sun, 2019; Weil, 2019; Wu et al., 2019; Xu et al., 2019; Zhao
et al., 2019; Asvija et al., 2019; Domingo-Ferrer et al., 2019; Juma and Tjahyanto, 2019; Alassafi
et al., 2019; Patil et al., 2020; Chang et al., 2018; Cheng et al., 2018; Guo et al., 2018; Kozlov and
Noga, 2018; Ficco et al., 2018; Subramanian and Jeyaraj, 2018; Anjana and Singh, 2018; Hentschel
et al., 2018; Alshammari et al., 2017; Amara and Ali, 2017; Belbergui, 2017; Ghahramani et al.,
2017; Singh et al., 2016; Gonzales et al., 2017; Sharma et al., 2018; Masky et al., 2016, 2015; Balco
and Law, 2017; Kumar et al., 2018; Alsmirat et al., 2017; Ghorbel et al., 2017; Rizvi et al., 2018;
Vijayakumar and Arun, 2019; Khan and Ullah, 2016; Kouatli, 2016; Aslanpour et al., 2020; Jouini
and Ben Arfa Rabai, 2016; Casola et al., 2016; Cayirci et al., 2016; Kholidy et al., 2016; Opara-
martins et al., 2016; Arabo, 2015; Mohamadi et al., 2019; Kritikos et al., 2015; Shaikh and
Sasikumar, 2015; Alqahtany et al., 2016; Molyakov et al., 2015; Efozia et al., 2017; Nagaraju and
Parthiban, 2015; Lemmens et al., 2006; Shakeel and Sharma, 2017)

25%

Risk of losing access to data (Gill and Buyya, 2020; Tabrizchi and Rafsanjani, 2020; Sun, 2019; Weil, 2019; Xu et al., 2019;
Asvija et al., 2019; Juma and Tjahyanto, 2019; Cheng et al., 2018; Ficco et al., 2018; Siddiqui et al.,
2018; Subramanian and Jeyaraj, 2018; Hentschel et al., 2018; Ghahramani et al., 2017; Alsmirat
et al., 2017; Ghorbel et al., 2017; Rizvi et al., 2018; Yahuza et al., 2020; Vijayakumar and Arun,
2019; O’Loughlin and Gillam, 2016; Molyakov et al., 2015; Nagaraju and Parthiban, 2015; Shakeel
and Sharma, 2017)

21%

Financial risk (Li et al., 2020; Ficco et al., 2018) 7%
Risk of compliance with
various regulations and laws

(Maeser, 2020; Alassafi et al., 2019; Ficco et al., 2018) 11%

Risk of using virtual machines (Maenhaut et al., 2019; Singh and Mansotra, 2019; Dong et al., 2019; Neware, 2018; Anjana and
Singh, 2018; Ramachandra et al., 2017; Mohamadi et al., 2019; Molyakov et al., 2015)

18%

Error in choosing CSP (De et al., 2016; Opara-martins et al., 2016; Suzic et al., 2015; Singh and Chatterjee, 2016) 14%
Failure management (Han et al., 2019) 4%

Risk component Threat (Modi and Acha, 2016; Hentschel et al., 2018; Masky et al., 2016, 2015; Balco and Law, 2017;
Sharma et al., 2016; Cayirci et al., 2016; Alqahtany et al., 2016; Molyakov et al., 2015)

33%

Vulnerability (Modi and Acha, 2016; Khan and Ullah, 2016) 27,73,95 13%
Impact (Modi and Acha, 2016; Hentschel et al., 2018; Masky et al., 2016, 2015; Balco and Law, 2017;

Sharma et al., 2016; Cayirci et al., 2016; Alqahtany et al., 2016)
27%

Risk factors (Abrar et al., 2018; Chang et al., 2018; Cheng et al., 2018; Neware, 2018; Alsmirat et al., 2017;
Ghorbel et al., 2017; Kritikos et al., 2015)

20%

Damage (Lemmens et al., 2006) 7%
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Table 5 shows the number of articles that review issues of risk
types and risk components that often appear in cloud environ-
ments. There are types of risk that most often arise are information
security risk (weight = 7), risk of losing access to data (weight = 6),
financial risk (weight = 2), risk of compliance with various regula-
tions and laws (weight = 3) , risk of using virtual machines
(weight = 5), Error in choosing CSP (weight = 4), and Failure man-
agement (weight = 1). So that the percentage of the most dominant
type of risk is the risk of information security by 25%, followed by
the risk of losing access to data by 21%. Meanwhile, the possible
risk components that often arise are threat (weight = 5), impact
(weight = 4), risk factors (weight = 3), vulnerability (weight = 2),
and damage (weight = 1). So that the percentage of risk compo-
nents that most often arose was threat of 33%, followed by an
impact of 27%. Trends towards risk types and risk components
can be seen in Figures 4 and 5 below.

Based on Fig. 4, the types of risks that often arise in the cloud
migration environment can be explained as follows:

1) Information security risk is a form of risk that results from
the spread of company information systems (Ficco et al.,
2018), it can also be caused by the use of servers by many
cloud service users together (multitenant).

2) The risk of losing access to data is a risk that is caused by
an attack that suddenly appears while cloud services are
being provided, so that data users cannot access the data
before the attack is lost.

3) Risk of using virtual machines is a form of risk that arises
due to attacks in the cloud environment such as viruses,
worms, malware, etc. (Maenhaut et al., 2019)

4) Error in choosing CSP is a risk for cloud service users due to
errors in choosing the provider. Errors in choosing CSPs can
be minimized by first analyzing and paying attention to
CSP’s background in providing services to other users, such
as security, privacy, and service delivery (Opara-martins
et al., 2016).

5) Risk of compliance with various regulations and laws, a
risk caused due to violations of the established regulations.
This violation occurs because the possibility of not under-
standing the existing regulations or rejection of the regula-
tions that have been established

6) Financial risk, is a risk in a cloud environment caused by
damage to service user data which causes service users to
have to bear huge losses from the financial side to recover
the damaged data, this data damage is for example due to
a cloud server outage (Li et al., 2020).

7) Failure management is a risk that occurs in the cloud envi-
ronment due to the mismatch of the function of the cloud
computing system against predetermined conditions, this

form of management failure can be in the form of service
failures, resource failures, correlated failures and indepen-
dent failures (Han et al., 2019).

Next will be explained related to risk components that often
arise in the cloud migration environment as follows:

1) Threat are all things that will bring loss to the company’s
assets stored in the cloud that will pose a risk (Sun, 2020).

2) Impact : the amount of the loss against assets based on their
value (Chang et al., 2018).

3) Risk factor are factors that have the opportunity to influ-
ence the process of cloud computing adoption, such as envi-
ronmental, organizational and technology factors (Abrar
et al., 2018).

4) Vulnerability is a defect or weakness in system security pro-
cedures that is done intentionally or unintentionally, result-
ing in a system security policy violation (Chang et al., 2018).

5) Damage are the values of damage due to the threat (Ficco
et al., 2018). The amount of this damage can have an effect
on financial risk.

5. Future cloud challenges

The most recent issue related to Cloud Computing is Fog Com-
puting. Fog is a useful tool for handling massive amounts of data
and acting as a bridge between the cloud and IoT, whereas Fog
Computing is an emerging trend in the Cloud domain that offers
a platform for various applications and services running in real-
time [102]. With Fog Computing, several application components
can be executed in the Platform as-a-Service (PaaS) cloud service
and interact with other components hosted and executed in fog,
so that their access will be closer to the end user, such as wireless
sensors [103]. Comparison of characteristics related to the level of
security and possible threats and vulnerabilities between Cloud
Computing and Fog Computing is shown in Table 6.

The prospect of developing cloud computing technology is very
broad, for example the use of the Internet of Things (IoT) which
relies on cloud computing technology in sending it to data centers
for processing (Li et al., 2020); [ 104]. Along with the rapid devel-
opment of cloud computing technology, we must be faced with big

33%

13%

27%

20%

7%

T h r e a t  

V u l n e r a b i l i t y

I m p a c t

R i s k  f a c t o r s

D a m a g e

0% 5% 10% 15% 20% 25% 30% 35%

R i s k  C o m p o n e n t

Fig. 4. Trent of risk component.

Table 6
Comparison of Cloud Computing and Fog Computing Characteristics [102]

Characteristics Cloud computing Fog computing

Security Undefined Can Be Defined
Attacks and Vulnerabilities High probability Low probability
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challenges as well, network infrastructure security problems are
still the main key to cloud computing security risks, for example
the use of firewalls [105], and many researchers still focus on
the issue of adoption. to cloud computing due to its security issues
(Buettner and Buettner, 2016).

6. Conclusion

The identification of risk types and risk components in cloud
migration as well as the opportunities for their emergence, which
have been described in the results of this study, are a researcher’s
contribution to cloud service users. Attractive service offerings by
Cloud Service Providers (CSPs), more and more companies want
to migrate to the cloud, but companies as users of cloud services
are also faced with risks. Information security risk, which is the
type of risk that most often occurs in cloud migration.

Information security risk is closely related to data breaches, so
the impact of the risks that often arise is a threat to privacy and
data integrity. The use of servers together (multitenant) is also a
risk factor that exists in cloud computing. There are several risk
factors in cloud migration, including technology factors, environ-
mental factors and organizational factors. Choosing the right cloud
service provider is also an important thing to pay attention to
before migrating to the cloud.

To ensure security on cloud migration, it is a shared responsibil-
ity for related parties, for example government, private organiza-
tions, education sector and researchers. Research in the field of
cloud computing still opens up great opportunities for researchers
in the future, but the challenges will certainly increase, for this rea-
son, it is necessary for similar studies to be developed continuously
in the future.
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