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Abstract

Cloud Computing is a service that provides network
storage space and computer resources using an
internet connection as an access medium. The process
of migrating to cloud computing goes through several
stages sequentially and continuously, but sometimes
the process of migrating to cloud computing faces
obstacle s or even failure, this is of course arisk for cloud

service users. For this reason, before migrating to the
cloud, it is necessary to prepare well, because if not, it
will cause losses which will have a risk impact on the
company. An effort to minimize risks for cloud service
users is to carry out a risk assessment. The aim of this
research is to create a model for risk assessment of
logistics business applications in cloud migration. The
risk value measurement model developed adopts the
8 risk management model from the ISACA Risk IT
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Framework, the risk management process part of the
ISO 31000 standard and adopts the phases of the
OCTAVE method. Based on the method of measuring
risk values from the results of this research, companies
will know how much risk is likely to arise due to the use
of cloud data centers, so that risk mitigation can be
carried out immediately. This will have an impact on
increasing the security of cloud services, and this is the
main thing in increasing public confidence in using cloud
services.

Keywords:  Adoption, Cloud Migration, Risk
Assessment, Security

Introduction

A cutting-edge technology, cloud computing can offer data transaction
capabilities for activities involving information sharing and cooperation with trading
partners in the manufacturing, finance, distribution, sales, and customer support
sectors. Businesses move to cloud computing for a variety of reasons, such as the fact
that cloud providers offer options for server settings, software upgrades, and hardware
setup, among other things, allowing businesses using cloud services to concentrate
more on creating more inventive and superior products (Khan & Ullah, 2016).
Optimizing migration strategies by focusing on resource allocation and risks associated
with migration delays, addressing technical challenges inherent in the application
migration process (Lin et al., 2023).

Cloud migration can mean the process of deploying part or all of digital assets,
services, IT resources, or applications to the cloud, but when migrating to the cloud is
likely to cause disruption to the company's business (Ahmad et al., 2018). Information
security is one of the biggest risk components during cloud migration (Maniah, Soewito,
Lumban Gaol, et al., 2022), so that a tailored risk assessment is required for the
migration process, which is a mitigation strategy to identify risks (Fargnoli & Murgianu,
2023). Cloud computing service providers (CSPs) have provided facilities and services
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such as saving costs, maintaining information security and service stability, so that
companies that use cloud services, do not pay special attention to how to handle risks
and prepare good risk mitigation when the company decided to migrate to cloud
computing (Islam et al., 2017a). The choice of risk before migration is an important thing
for cloud service users to consider (Ahmad et al., 2018), this is because there are
many cloud services offered with various qualities (Yang et al., 2022).

This research was conducted by referring to several previous studies, including
research which aims to analyze and control risks for migrating to the cloud, where the
risk value (R) is obtained from the number of risks based on the risk factors of each
asset () divided by the number of risk factors. influential (n), where ri value: the risk
value of each asset based on the probability of the risk factor P(r;) times the risk impact
(I). The risk components used are assets, risk factors and risk impacts (Islam et al.,
2017a). The next research aims to measure the risk value for information security in
Cloud Computing, where the risk value for information security in the cloud (R) is
obtained from multiplying the possibility of a threat (p;) with the possibility of using a
vulnerability (py), and the value of damage due to the threat (d) divided with the
indicator control value on the cloud service (kc). The risk components used are threat,
vulnerability, damage value and control value (Kozlov & Noga, 2018).

Furthermore, there is research aimed at analyzing risks in the Healthcare
Information System (HIS), with the research stages starting from Assets Identification
and Evaluation, Threat Identification, Vulnerability Identification, and Risk Assessment:
Likelihood Determination, Impact Analysis. The risk components used are assets,
threats, vulnerabilities, likelihood, and impact (Abrar et al., 2018). Apart from that, there
is further research which aims to analyze and predict the performance of cloud service
providers (CSP) regarding services for cloud service customers (CSC) for effective
service levels. The risk components used include availability, reliability, performance,
security and financial risk (Maeser, 2020). An assessment model for project risk
manage ment, with a scientific and statistical approach, focused on modern project risks,
highlighting the relevance of advanced statistical techniques for application migration
assessment (Zhao, 2024).

The results of the study (Islam et al., 2017a; Kozlov & Noga, 2018) the risk value
in cloud migration is obtained at the beginning when the company will decide to migrate
to the cloud. Then, what is the risk value for applications that will be migrated to the
cloud? This study will develop a risk value measure ment model for logistics applications
that will be migrated to cloud computing. This risk value measurement model is divided
into several stages, namely identifying risks, determining risk assessment indicators,
calculating asset weight values, and finally the risk value is obtained by taking into
account asset threats and vulnerabilities. This risk value measurement model is useful
for companies in mitigating risks.

2. Research Method

The research method approach used in this research is a mixture of a
qualitative approach and a semi-quantitative approach. Qualitative/descriptive
approach, namely a research approach that uses investigative strategies such as
narrative, phenomenology, ethnography, grounded theory studies, or case studies
(Malek et al., 2019). In this research, the sampling method uses non-probability
sampling with selected sampling technigues (purposive sampling), based on the
criteria or characteristics of respondents that have been determined by the
researcher. The criteria or characteristics used to determine the units that will be the
research sample are as follows: 1. Included in the logistics services business. 2. As a
user of cloud computing services.

Data collection methods to obtain data in this research, it was done in several
ways, hamely:
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1. Provide questionnaires and interviews to related parties in the logistics services
industry to obtain the data needed by researchers. The targets for collecting
data through questionnaires are:

a. Head of Information Communication and Technology (ICT).
b. Information Communication and Technology (ICT) staff.
2. Through Focus Group Discussion (FGD) activities to obtain more detailed
@ information about the implementation of cloud computing in the logistics
business.
The results of this FGD activity obtained input to determine:
a. The magnitude of the possible risks from each threat to cloud migration;
b. Level of vulnerability in cloud migration;
0 c. Determine the risk aspects that have an impact on the company and the
weight of each risk aspect;
d. Determine environmental aspects and the weight of each environmental
aspect when migrating and after migrating to cloud computing.
The researcher is fully involved in data collection, and the researcher also
involves other people to help collect data, where these people are previously given
e sufficient explanation of the aims and objectives of this data collection. During the data
collection process, the people involved are always under the supervision of
researchers. In this research, the research implementation stages are structured
based on research problems which are used as technical guidance to produce the
model in this research. The complete research implementation stages are shown in

Figure 1 below:

Problem Descriptive Literature
Definition Analysis Review

Risk Management Process

Risk
Identification

Risk Analysis Risk Evaluation

!

Experiment

Source: Research Result (2024)
Figure 1. Research Implementation Stage

This research stage starts from defining the problem, then a literature review
(15) of previous research is carried out to find solutions to existing problems. Next is risk
identification, risk analysis and risk evaluation. In determining the steps for this risk
management process, this research adopted the ISACA Risk IT Framework, 1SO
(1) 31000 International Standard, and the OCTAVE Allegro method. The data collection
techniques used in this research were Literature Review, Questionnaire, Interview,
and Focus Group Discussion (FGD), and adopted the risk measurement formula from
(Islam et al., 2017b; Kozlov & Noga, 2018).
3. Results and Analysis

0 The proposed model aims to calculate the risk in applications that will be
migrated to cloud computing and is created systematically which can provide facilities
ﬂ for cloud service users in calculating the possible risk value for applications that will be

migrated to cloud computing. The model developed by this researcher adopts the risk
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evaluation stages of the Risk IT Framework, adopts risk scenarios from the ISO 31000
standard and adopts the phases of the OCTAVE method. The scenario of step by step
development of the proposed model begins with extracting from the three frameworks
(Risk IT Framework ISACA, ISO 31000 standard, and OCTAVE Allegro method) as
shown in Figure 2.

PROPOSED MODEL
Adopt from Risk IT
Framework ISACA Phase-1: Initialitation

Risk Scenario

Determine of Threats _
on Cloud Migration

Actor ‘ ]
Asset/Resource l l‘ Phase 3: RiskAnalysis
Phase-2: Risk Identification
Threat type 1—
Asset
——T3 identifcation i Caiculate as
Event Moppag isk value pe
Threat to Asset epum—, Ca l ulate the tatal value
et risk of cloud
Time 1T iden: zr cmun migration
R fut ionsi n 2 of
Instrument risk
Adopt from OCTAVE Vs /nerub Hy of eloud

Allegro Dete: rmlneo[ T Risk Category and Risk
Mitigation
OCTAVE Allegro Steps Vulnerability i

Establish dr

i ivers
— Adopt from ISO 31000

Profile assets Standard

Risk Assessment
> | identify threats | —

Risk identification

Identify and mitigate
risks
Full adoption I Risk Analysis

- Partial adoption

The proposed

Risk Evaluation

Source: Research Result (2024)
Figure 2. Proposed Model

The phases in the risk value analysis measurement model for applications that
will be migrated to cloud computing can be explained as follows:

Phase 1: The initialization process is divided into 3 (three) parts, namely:

1. Determine the cloud service user logistics company that will be the object. It is
necessary to determine the company profile because it will affect the scope and
characteristics of the company.

2. Determine the applications that will be migrated to cloud computing and whose
risk values will be calculated. Different companies will allow different applications
to be used.

3. Determine the threats that may arise in cloud migration. To find out the threats to
cloud migration, you can search through literature reviews of previous research.

Phase 2: Identifying risks, in this phase the following steps are taken:

1. Identification of company assets in the form of application systems that support the
company's business processes, both internal and external, that will be migrated to
cloud computing.

2. ldentification of threats that exist in cloud migration based on references or
sources, in this study researchers took sources from Top Threats to Cloud
Computing the Egregious 11 (Caralli et al., 2007).

3. Determine vulnerabilities that will provide potential threats to cloud migration.

3.1. Asset, Threats, and Vulnerability Identification

Asset identifiers are a way to define information for risk analysis in a cloud
context. Based on the results of the analysis carried out by researchers, there are
logistics applications that will be migrated to the cloud. The list of applications above is
an example of a number logistics business applications aimed at internal and external
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company needs that are generic, meaning there is no limit whatsoever to the number
of applications migrated to the cloud. The difference between internal and external
company applications is based on the purpose and scope of the application,
applications that aim to support the company's business processes externally have
relatively greater complexity compared to internal applications, because external
applications will have a relatively greater impact on business transactions in the
company. So, this will have an impact on the risk value of the application, the greater
the complexity of an application, the relatively greater risk value it will have as well.
The applications identified are intended for applications that represent almost all
applications used by logistics companies that will provide services to their customers,
both national and international. So that sampling of these applications is quite
representative based on their scope or complexity, and if used in other similar research
can produce relatively similar results.

Next is the threat identification stage in cloud computing. Based on the results
of previous research (Maniah, Soewito, Gaol, et al., 2022), there are 11 (eleven) types
of threats to cloud migration taken from the results of the Cloud Security Alliance (CSA)
survey, namely: T-1 (Data Breaches), T-2 (Misconfiguration and Inadequate Change
Control), T-3 (Lack of Cloud Security Architecture and Strategy), T-4 (Insufficient
Identity, Credential, Access and Key Management), T-5 (Account Hijacking), T-6
(Insider Threat), T-7 (Insecure Interfaces and APIs), T-8 (Weak Control Plane), T-9
(Meta structure and Appl structure Failures), T-10 (Limited Cloud Usage Visibility), T-
11 (Abuse and Nefarious Use of Cloud Services) (Adam, 2022). Referring to research
results from (Maniah, Soewito, Gaol, et al., 2022), each threat to cloud computing has
a probability of occurrence value (%).

o Each threat will have an impact on applications that are migrated to the cloud
by giving a value between 1 to 100 with low-risk categories (0 to 30), medium-risk (30
to 60), and high-risk (61 to 60). /d 100). Next, the result assessment value is calculated
using the formula:

n
Fa= Z PoVa (1)
1
Where:
ra =result assessment for each asset
p° = probability of occurrence the possibility of a threat occurring.
Vo = asset value

1...n=the number of threats identified.

Next, we will look at the threats that have been defined above, what are the
potential possibilities for these threats to emerge, which we call vulnerabilities. Based
on references from previous research, with the level of vulnerability divided into 4
(four), namely: Low (0 to 3.9), Average (4 to 6.9) , High(7 to 9.9) and Critical is 10
(Kozlov & Noga, 2018). To determine the level of vulnerability for each vulnerability, it
is determined based on the results of the agreement in the Focus Group Discussion
which provides input for the level of vulnerability based on a range of values for the
level of vulnerability.

3.2. Risk Assessment Indicators

(11) The risk assessment indicators used in this research are adopted from several
indicators contained in existing risk management models or frameworks (Giude, 2008;
ITA, 2017; Musungwini & Mahlangu, 2016), and added with indicators from the results
of previous studies (Islam et al., 2017a; Kozlov & Noga, 2018).
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Indicator

Confidentiality

- Integrity

Availability

Security Policies

accountabilities). o Backup data
Availability
L o ization’ : =
¢ Confidentiality . Capabilities Infc:fr:r:tzi:rlloa::et - Financial
Loss of Confidentiality S:;:‘:"::::I Internal context - r;::::;::a:!dels - Productivity
Structures (e.g.
Security Policies “| governance, roles and Busi bji - Busi goals
accountabilities).
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- Business goals
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C iliti .
apanimes security Agreement
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Unauthorized \‘\ .
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Technical risks } i transmission Y!
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Source: (a) IT Risk Management Framework v.1(E.oman, 2017); (b) ISO/IEC Guide 73 (Giude,
2008); (c) OCTAVE Allegro v1.0 (Musungwini & Mahlangu, 2016); and Criteria and indicator of
risk assessment (a) (Islam et al., 2017a), (b) (Kozlov & Noga, 2018)

Figure 3. Risk Assessment Indicators

3.3. Mapping Assets to Threats, and Threats to Vulnerabilities

Asset to threat mapping aims to find out how many threats are likely to arise
against the security of applications that will be migrated to cloud computing. The
number of threats to these applications also really depends on the empirical
experience experienced by cloud service users and can be applied to logistics
companies that will migrate their applications to cloud computing. This mapping was
obtained from the results of the researcher's questionnaire which was submitted online
to the ICT team who owns the logistics application. Every 1 (one) application can have
several types of security threats in the cloud. To determine what types of threats to
the logistics application, this really depends on the opinion of the manager and owner
of the application, because they know in detail the characteristics of the application.
Vulnerability is a potential possibility of a threat occurring. In this research, the
relationship between threats and vulnerabilities is assumed to mean that 1 (one) threat
can have several (N) vulnerabilities, so that the relationship between threats and
vulnerabilities is 1-N (one to many).
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Figure 4. Mapping Assets to Threats, and Threats to Vulnerabilities

Mapping threats (T) to assets (APP) aims to find out how many threats are likely
to arise against the security of applications that will be migrated to cloud computing.
The number of threats to these applications also really depends on the empirical
experience experienced by cloud service users and can be applied to logistics
companies that will migrate their applications to cloud computing. Meanwhile, for
mapping between threats (T) and vulnerabilities (V), it is assumed that 1 (one) threat
can have several (N) vulnerabilities, so that the relationship between threats and
vulnerabilities is 1-N (one to many). The magnitude of the vulnerability value of each
threat is by adding up the value of each potential vulnerability to that threat. Next, the
average value is calculated which will be used as the final vulnerability value for a
threat, and this value will be used to calculate the risk value for all applications that are
migrated to the cloud.

Example, threats in T-1 have 8 (eight) potential vulnerabilities, namely V-1, V-
8, V-9, V-11, V-12, V-17, V-22, V-25, so the total vulnerability values for the T-1 threat
are as follows: Vulnerability value v = 7+3+3+5+4+3+8+5 = 38, and the vulnerability
value at T-1 is =38/8 = 4.75 ~ 4.8. In the same way to calculate the vulnerability value
for the 2nd threat (T-2) and so on.

3.4. Calculating Risk Value

Based on the result assessment value, vulnerability value, and the weight value
for each indicator from the risk assessment, the risk value can then be calculated for
each application (asset) that will be migrated to cloud computing.

R=>(RaV)Wi (2)
1

Where:

R =total risk value

Ra =result assessment for each asset

V  =vulnerability value for each asset

W = percentage of indicator weight

1...n=the number indicators identified

The complete risk calculation results per asset migrated to cloud computing can
be shown in Table 1.
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Table 1. Risk Analysis Value in Cloud Migration
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ID_App  Ra 1 > 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 Risk
Criteria Weigh 8% 8% 8% 5% 5% 5% 6% 6% 5% 5% 5% 8% 5% 5% 6% 5% 5% V?;“)e
AP-1_ 785 68 790 790 700 788 788 788 780 780 265 788 788 790 188 788 780 788 788 | 741
AP-2 744 56 749 749 749 TAT 747 74T 747 747 210 747 74T 749 74T 747 747 747 747 | 69.9
AP-3 392 65 397 397 397 395 395 395 39.6 39.6 127 395 395 397 395 395 396 395 395  37.2
AP-4 456 60 461 461 461 459 459 459 460 460 137 459 459 461 459 459 460 459 459  43.0
AP-5 475 63 480 480 480 47.8 47.8 47.8 47.8 47.8 148 47.8 47.8 480 47.8 478 47.8 478 478 448
AP-6 806 7.0 812 8L2 8L2 80.9 809 809 810 810 280 80.9 809 812 809 809 8L0 809 809 | 762
AP-7 823 7.3 828 828 828 826 826 826 827 827 200 826 826 828 826 826 827 826 826 | 779
AP-8 485 53 489 489 489 488 488 488 488 488 120 488 488 489 488 488 488 488 488 456
AP-9 622 67 627 627 627 625 625 625 62.6 62.6 20.8 62.5 625 627 625 625 626 625 625 588
AP-10 454 62 459 459 459 457 457 457 458 458 141 457 03 459 457 457 458 457 457 388
AP-11 403 51 407 407 407 405 405 405 40.6 40.6 10.2 405 405 40.7 405 405 40.6 405 405 378
AP-12 622 7.2 627 627 627 625 625 625 626 626 224 625 625 627 625 625 626 625 625 589
AP-13 472 64 477 47.7 477 475 475 475 475 475 150 475 475 477 475 475 475 475 475 446
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Source: Research Result (2024)

We group risks into 3 (three) categories of low risk (0-30), medium risk (31-60),
and high risk (61-100). Next, the risk level can be determined through a risk map. The
purpose of a risk map is to determine the priority scale for handling risks, where each
company determines the level of risk through a risk map which will vary from one
company to another depending on the agreement of the company's management. The
results of the risk analysis value in table 1 above will be used as a reference for
determining a risk map to determine risk appetite based on the Risk IT Framework from
ISACA as a risk mitigation approach as shown in Table 2.

Table 2. Risk Mitigation Approach

Risk Value Risk Category Risk Map

0-30 Low Opportunity

31-60 Medium Acceptable or Unacceptable
61 - 100 High Really Unacceptable

Source: Research Result (2024)

Several strategies will be used to approach risk mitigation for the low, medium
and high-risk categories as the company's efforts to handle risk. The strategies
proposed for the risk categories are as follows:

- Opportunity: the risk value is in the low category; the company does not have to
take action to overcome the risk.

- Acceptable: the risk value is in the medium category, the company can create a
strategy to overcome possible threats or minimize the impact of threats, but the
company does not need to take special measures.

- Unacceptable: risk value in the medium category, the company can still accept the
risk but allows the company to take special action to handle the risk, for example
transferring the risk to another party.

- Really Unacceptable: the risk value is in the high category, including a type of risk
that the company cannot accept, and the company must analyze existing risks in
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more detail and collect additional information to monitor and re-evaluate decisions
regarding assets that have high risk.

4. Conclusion

9 Information security risks are very closely related to data breaches, so the
impact of risks that often arise is threats to privacy and data integrity. Using servers
together (multitenant) is also a risk factor in cloud computing. There are several risk
factors in cloud migration, including technological factors, environmental factors, and
organizational factors. Choosing the right CSP is also an important thing to pay attention
to before migrating to the cloud. To ensure security in cloud migration is a shared
responsibility for related parties, for example government, private organizations,

(1) education and researchers. This research has produced a risk value measurement
model for logistics business applications that will be migrated to the cloud by
considering risk management indicators obtained through the adoption process from

@ several previous studies as well as the possible threat of cloud computing to data
security. With this proposed model, cloud service users will be given easier and more
structured steps in carrying out risk assessments starting from measuring asset
weights, mapping the relationship between assets and threats and then calculating the
vulnerability value for each threat until finally being able to determine the level of risk
for each threat. applications to be migrated to cloud computing.
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