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Abstract—Purpose - Cloud computing as a service facility in 
online learning systems provides good solutions for educational 
institutions. Reasons for educational institutions to use cloud 
computing as a means of learning include cloud service 
providers providing sizable hardware and software resources, 
so educational institutions do not have to pay a large amount of 
money to buy hardware and software as an investment. But as 
long as this online learning system runs there will definitely be 
risks, for example performance problems from internet network 
connections. This study aims to discuss this problem. 
Methodology/approach - In this study, firstly identifying 
dangerous or harmless activities to the activities carried out in 
cloud computing, then determining the impact, aspects, 
likelihood and severity of risks, and finally determining the level 
of risk from these activities using a risk matrix. Finding - By 
using a risk register in the learning system, risk analysis and 
evaluation can show the Incident, Cause, impact, risk type, risk 
category, aspect, likelihood, severity, and risk level for each 
dangerous or non-hazardous activity. Originality/value - The 
tools used to measure the level of risk for dangerous or non-
hazardous activities for the learning system can be used for 
more extensive research aimed at measuring institutional-level 
risks in the education sector 

Keywords— risk assessment, learning system, risk register, 
risk level 

I. INTRODUCTION  

Cloud Computing is a subscription-based service where 
service users can obtain network storage space and computer 
resources from service providers by using internet 
connections as access media [1]. . Cloud computing 
technology certainly provides many benefits for companies as 
users of cloud services, so it is possible that many companies 
will soon switch from intranet applications (On-Premise 
Software) to Cloud Computing, but besides that it also raises 
a variety of security and confidential issues that need to be 
considered [2]. 

Cloud Computing Security is a domain of information 
security that refers to a series of policies, technologies, and 
controls used to protect data, applications, and related Cloud 
Computing infrastructure [3]. The way to maintain security 
against cloud computing infrastructure from external threats is 
by maintaining access [4]. When we are going to switch to 
Cloud Computing technology, as stated by [5], is to provide 
initial signs for users in making good decisions for migrating 
to cloud computing, while explaining about the processes that 
must be done . And when the process of migrating to the cloud 

has been done, of course the next problem is how to maintain 
the security of our information to avoid threats from outside 
that can damage the company's reputation [6]. Including how 
the strategies and procedures for cloud migration are also a 
concern for cloud users [7]. 

Cloud computing in the education environment is nothing 
new, such as the use of email which has a top-level domain 
extension .edu means the name of a domain for educational 
sites. Another example of cloud computing for education is 
the use of virtual machines and e-learning services [8]. 

Online learning systems require a lot of hardware and 
software resources provided by cloud computing services [9]. 
This is certainly a serious concern for educational institutions 
that implement it. Including the risk problems that may arise 
during the online learning system process. To answer this 
problem, it is necessary to conduct a risk assessment of the 
online learning system process in the educational 
environment, which aims to provide information to the 
leaders of educational institutions whether the activities in 
this online learning system have low, medium or high risk. 

This paper presents a reference in calculating the risk of 
information technology in cloud computing for education.  

This paper is structured with the following writing 
structure. Section 2 provides information related to risk 
assessment process and cloud computing for education. In the 
second part, it also reviews existing papers and analyzes the 
processes used in risk assessment in the context of cloud 
computing. Section 3 explains the methodology used in this 
study. In section 4 explains the risk assessment process on 
cloud computing for education. The conclusions of this paper 
convey the steps in the risk assessment process and submit our 
next research plan delivered at the end of this paper. 

II. FUNDAMENTAL CONCEPT 

A. Risk Assessment 
Risk is a variation of the possibility of an event and 

consequence [10]. In everyday life the risk is always there, 
the risk cannot be eliminated but the possibility of the 
emergence of risks can be reduced as small as possible. Risk 
can mean a process that includes the process of identifying 
hazards according to their nature, the likelihood of occurring, 
their potential impact, then can be assessed and controlled 
[11]. 

In general, risk assessment is part of the risk management 
process, as described in the ISO 31000-2018 standard, that 
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the risk management process includes: (1) communication 
and consultation, (2) scope, context and criteria, (3) risk 
assessment, (4) risk treatment, (5) monitoring and review, (6) 
recording and reporting [12]. 

Risk assessment is more likely to use quantitative 
methods, where the assessment is based on the magnitude of 
the possibility of the occurrence of risks, and the impact of 
risk, which can be used by decision makers to determine the 
prevention cost plan and the necessary resources. 

In detail the risk assessment can be divided into 3 stages, 
namely: [12] 
1. Risk identification 

This stage determines the risk factors that are the main 
causes of the emergence of risks and risk categories. 

2. Risk analysis 
This stage determines risk characteristics including the 
level of risk and control. 

3. Risk evaluation 
Risk evaluation is used to help determine decisions based 
on comparison of the results of risk analysis with 
predetermined risk categories. 

B. Cloud Computing 
Cloud Computing is an innovative technology that can 

provide data transaction facilities for manufacturing, 
financial, distribution, sales, customer service activities that 
can share information and work with trading partners [13]. 

The National Institute of Standards and Technology 
(NIST) provides an example of Cloud Computing services for 
all three services that are in the cloud (PaaS, SaaS, IaaS), as 
shown in figure 1 below: 

 
Fig. 1. Cloud Computing Services [14] 

 
Cloud Computing technology revolution provides many 

benefits for the organization, but on the other hand there is a 
paradigm shift that causes security and privacy problems that 
must also be considered [2]. Despite the many benefits 
provided by Cloud Computing, there are still many 
companies or individuals who do not want to apply this 
innovative technology, this is due to many issues of security, 
privacy and trust [15]. Companies, businesses, government 
institutions, transportation systems, hospitals, and in some 
cases, even power plants around the world have been affected 
by high-level cyber attacks in 2017 [16]. The closest threat to 
the organization is the presence of cyber attacks [17]. 

C. Cloud Services for Education Environment 
Cloud computing provides sophisticated innovations in 

the world of education, for example with e-learning systems. 
Cloud computing services implemented in education for 
Infrastructure as a Service (IaaS) services are mostly for 
creation of customized on-demand virtual machines, while 
for Platform as a Service (PaaS) services such as servlet 
container platforms, while for Software as a service Services 
(SaaS) such as using email, web servers, collaborative 
workspaces [8]. 

Research conducted by [18] Create an architecture in the 
cloud environment for education as shown in Figure 2 below: 

 
Fig. 2. Architecture on Cloud Computing for Education [18] 

 

From Figure 2 we can see that IaaS is the foundation of 
all cloud services, containing APIs that will manage 
interactions with user infrastructure. 

The cloud computing architecture for education 
developed is a guide for decision making in education to 
migrate to the cloud. Migration strategies that are usually 
used in an educational environment start from: [19] 

a. Develop a knowledge base about Cloud 
computing; 

b. Evaluating the present stage of university from 
the point of view IT needs, structure and use; 

c. Experimenting with Cloud Computing solution; 
d. Choose a Cloud Computing solution; 
e. Implementation and management Cloud 

Computing Solution. 
After migration to the cloud, the hope is to be able to 

ensure that learning and teaching become more interactive, 
but in fact the challenges of cloud services must be faced by 
users in the education environment. Some challenges include: 
security, data privacy, insufficient network, and data 
handling [20]. If we discuss the challenges of cloud 
computing, we can almost meet in several sectors, such as 
challenges or failures in implementing cloud computing in 
the following organizations or institutions: 
1. There is failure in the use of digital forensic, this is 

because the cloud works on wireless networks and all of 
its resources are distributed, this is not suitable for digital 
forensics  [21]. 

2. One of the largest cloud service providers in the world is 
China, but for cloud technology users in China, for 
example online gaming fields are still skeptical of 
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services from the cloud because there is still a lack of 
transparency regarding data security in the cloud [22]. 

3. Surveys in several institutions in Indonesia (LKPP, BIG, 
BPPT Institute of Science and Technology and the 
Ministry of Communication and Information) that have 
implemented cloud computing, from the 4 agencies said 
that the lack of cloud service providers is the 
unavailability of dashboards for service settings 
especially for IaaS and PaaS services [23]. 

 

III. METHODOLOGY 

The steps undertaken in this study begin with (1) 
Identifying an activity; (2) Determine the impact, aspects, 
likelihood and severity of each activity; (3) Determine the 
level of risk. 

Identifying an activity carried out by functions that exist 
in the organization. The activity was chosen based on 
dangerous or harmless. From each activity selected, then 
determine what impact will arise due to the activity, what 
aspects affect the activity, then determine the level of its 
likelihood criteria, and determine the severity of the risk. The 
final step is to determine the level of risk by mapping the 
likelihood of risk to the severity of the risk using a risk matrix. 
The steps undertaken in this study can be illustrated as shown 
in Figure 3 below: 

 
Fig. 3. Methodology  

 

IV. RISK ASSESSMENT PROCESS ON CLOUD COMPUTING 

This section will explain some of the meanings of risk 
assessment in the context of the cloud. The explanations 
presented here are the results of a survey of papers related to 
the risk assessment process in the cloud environment. 

A. Related Work 
Risk management is intended for stakeholders in the 

company to create value and to protect assets, besides that it 
can be in the form of compliance with the rules that apply. In 
general, the risk management process based on the ISO 30001: 
2018 standard is shown in the following figure 4: 

 
Fig. 4. Risk Management Process [12] 

As done by [11] conducting surveys and analyzing of 
several risk assessment models with the aim of providing a 
reference to cloud service users in assessing risk when 
deciding to migrate to cloud computing environments. 

Although this approach is enough to help cloud users in 
making decisions to migrate to cloud computing, but here is 
still less transparent in the process of calculating the value of 
risk that appears both before and after migration to cloud 
computing, so there is still no risk gap that occurs. 

The next risk assessment process can be seen in the risk 
management framework created by [5], where the framework 
created aims to assist cloud service users in making decisions 
when migrating to cloud computing environments. In the risk 
assessment process, it is explained how to identify risks, then 
conduct a risk analysis by calculating the risk value 
determined by the average value of risk factors. Unlike the 
case in [24], his research[24] conducts risk assessments in 
selecting certain cloud service providers (CSPs) based on 
security, privacy and service risks to users. This model is 
enough to help cloud users to decide which cloud service 
provider to choose according to the safest level of risk for 
cloud service users. 

Specifically, risk assessment from [25] with a quantitative 
approach is carried out on infrastructure security and cloud 
services, where risk assessment is based on: (i) Service 
assessment, (ii) Config assessment, and (iii) Image 
assessment. The results of this risk assessment produce scores 
from Common Vulnerability and Exposures (CVE), Impact, 
Likelihood, and Criticality. Whereas in [26] it is more specific 
to carry out risk assessments of security in the context of cloud 
computing. The risk assessment model developed adopts a 
number of pre-existing risk assessment models, but is more 
focused on security in the cloud computing environment, so 
cloud service providers and cloud service users can jointly 
maintain security in the cloud environment. 

Furthermore, in [27] defines there are seven steps in the 
risk assessment process in the cloud environment, namely: 

1. risk inventory 
2. vulnerability identification 
3. threat identification 
4. Monitoring data 
5. event Analysis 
6. Quantitative Risk Analysis (risk of event calculation 

and risk aggregation) 
7. assessed risk - Decision making 
 
The above processes are somewhat different from several 

processes that have been proposed by other researchers. The 
approach used in this risk assessment process is a combination 
of qualitative and quantitative. For a quantitative approach, it 
is used to calculate risks based on vulnerabilities and threats 
on an asset. 
 

B. Analysis of Risk Assessment Process 
 From several papers related to the risk assessment process 
in the Cloud context, model approaches are used: (i) 
qualitative, (ii) semi quantitative, or there are also (iii) a 
combination of qualitative and semi-quantitative. 

Especially for papers that use a semi quantitative model 
approach, the following are given the different models used: 
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1. This first model is used to calculate the risk value of an 
asset based on its vulnerability and threat [27]: 

a. The likelihood of threats to vulnerability can be 
defined as follows: 
                                       (1) 
Where: L is the likelihood value, T is the threat and 
V is the vulnerability value. 

b. Furthermore, the general risk value can be calculated 
by: 

                                      (2) 
Where: R is the risk value of an asset, L is the the 
likelihood value, and I is the impact of the risk. 

c. For each asset, the risk value can be calculated as 
follows:  

                (3) 
Where: E is the element of risk to each asset.  

d. Finally, calculate of the aggregate risk of all 
individual risks: 
       
(4) 

 Ragg is the aggregate risk value of all individual risks. 
2. The model used to calculate the total risk value (net risk 

calculate) [5]: 
                                                (1) 

                       (2) 

Where: ri is the value of the risk factor, P(ri) is the risk 
factor probability, I risk impact, ri1, ..., is an influential 
risk factor. So that Ri can finally be calculated, namely the 
value of risk. 

3. The next model is used to calculate the level of risk and 
the level of risk control [6]: 
a. First determine the type of threat to an activity, its 

vulnerability, and damage, then calculate the risk 
value based on the probability of the level of 
vulnerability, the probability of the threat level, and 
the level of damage: 

                               (1) 
 Where: R the risk value of an asset, p(T) is the 

probability of the threat level, p(V) is the probability 
of the level of vulnerability, and D is the level of 
damage. 

b. Next, calculated the value of the level of risk control 
by adding the existing risk control. 

         (2) 

 Where: R is the risk value after adding the control 
value, Kc is the control value of the asset. 

 
Based on several formulas for calculating risk in the 

cloud context above, it can be concluded that the elements 
or components used in calculating risk are: 

1. Level of risk vulnerability [6], [27] 
2. Risk threat level [6], [27] 
3. Value of risk factors [5] 
4. Value of the impact of risk [5] 
5. Level of risk of damage [6] 
6. Level of risk control [6] 

 

 

C. Risk Assessment Process for Education 
The risk assessment process for education aims to 

determine the level of risk based on the Likelihood of Risk 
and Severity of Risk, where to know the likelihood of risk is 
seen based on likelihood criteria, while the severity of risk is 
seen based on the criteria of risk impact. Risk impact criteria 
are the level of impact that occurs based on its aspects, where 
the component aspects can be: performance, financial, 
reputation, confidentiality of information and human 
resources. While the likelihood criterion is the level of 
qualitative criteria based on frequency of occurrence. Table 1 
shows the existing risk impact criteria, and table 2 shows the 
likelihood criteria. 

 

TABLE I.  RISK IMPACT CRITERIA 

Le
vel Impact 

Aspect 

Performance Financial Reputation Confidentiality 
of information 

Human 
resources 

1 
Very 
small 

1. Achievement of Target ≤ 90% 
2. Pending Work max. 1 week 
3. Declining Performance ≤ 90% 

1. Financial loss < USD 100 
2. Additional costs ≤ USD 100 

Verbal 
complaints 
through the 

hotline 

Don't lose the 
database 

Annual 
employee 

turnover <10% 

2 Small 
1. Achievement of Target ≤ 70% 
2. Pending Work max. 4 week 
3. Declining Performance ≤ 70% 

1. Financial loss < USD 200 
2. Additional costs ≤ USD 200 Complaints via 

email 

Database loss 
permanently> 

10% 

Annual 
employee 

turnover <20% 

3 Medium 

 
1. Achievement of Target ≤ 50% 
2. Pending Work max. 8 week 
3. Declining Performance ≤ 50% 
 

1. Financial loss < USD 500 
2. Additional costs ≤ USD 500 Complaints 

through local 
media 

Permanently 
lost database> 

20 % 

Annual 
employee 

turnover <30% 

4 Large 

1. Achievement of Target ≤ 30% 
2. Pending Work max.12 week 
3. Declining Performance ≤ 30% 
 
 

1. Financial loss < USD 1000 
2. Additional costs ≤ USD 1000 

Complaints 
through online 
media and / or 

lawsuits 

Permanent 
database loss ≥ 

30% 

There was a 
mass strike 
followed by 

<40% 

5 
Very 
large 

1. Achievement of Target ≤ 10% 
2. Pending Work max. 16 week 
3. Declining Performance ≤ 10% 
 

1. Financial loss < USD 2000 
2. Additional costs ≤ USD 2000 

Complaints 
received 
national 
attention 

Permanent 
database loss ≥ 

40% 

There was a 
mass strike 
followed by 

<50% 
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TABLE II.  LIKELIHOOD CRITERIA 

Level Qualitative Criteria Frequency  

1 Rarely At least 1 time per semester 

2 Possible Small At least 2 time per semester 

3 Possible Medium At least 3 time per semester 

4 Possible Large At least 4 time per semester 

5 Almost certainly At least 5 time per semester 

 

The results of the mapping between risk impact criteria 
and likelihood criteria produce a heat map in the form of a 
risk matrix, as shown in Figure 5. There are 2 types of risk, 
namely: opportunities and threats. Opportunity is the ability 
to manage risk that aims to find innovation [28], threat is 
the possibility of vulnerability to a system that is running 
[25]. Risk categories include: strategy, operational, 
financial, people, regulator or governance. 

 

Fig. 5. Risk Matrix 

For example: One of the learning activities in education 
is the application of cloud computing to the implementation 
of SAP (System, Application and Product in Data 
Processing) software in the SAP University Alliance 
Program. The learning process is carried out practically in a 
computer laboratory that uses internet connection facilities 
to connect the application server with the client computer. 
The performance of the SAP practicum learning process is 
measured based on the level of risk. Measurement of the 
level of risk uses risk impact criteria and likelihood criteria 
by adding risk types and risk categories. The results of risk 
measurement are shown in the following table 3 

TABLE III.  RISK REGISTER 

No Process/ 
Activity 

Risk Identification Risk Analysis & Evaluation 

Incident li  Impact  Risk 
type 

Risk 
category Aspect  Likelihood  Severity  Risk level 

1 
Implementation 
of SAP 
Certification  

The process 
of 
practicum 
does not 
run 
according 
to the target 
in the 
module 
used. 

SAP software 
used runs 
slowly, 
because 
internet 
traffic is very 
congested. 
Often even 
internet 
network 
connections 
are lost. 

Practicum 
activities are 
hampered, 
not 
according to 
the learning 
target 

Threat Operational Reputation  
Possible 
Small 

Very 
Small 

Low  

2 Internet Down 

Loss of 
internet 
connection 
without the 
knowledge 
of the 
provider 

The presence 
of viruses, 
natural 
phenomena 

Learning 
activities 
especially 
those that 
use internet 
connections 
are 
disrupted 

Oppor
tunity  

Operational Performance  
Possible 
Medium 

Small Medium  

 

The results of the risk register table can then be used to 
periodically monitor the improvement of the learning 
system, so as to minimize the possibility of dangerous risks 
in teaching and learning activities in the field of education. 

V. CONCLUSION 

This paper explains the process of assessing the risk 
level of online learning systems that implement cloud 

computing in the field of education. The results of this 
study can provide the following conclusions: 
1. In the form of risk assessment research can be done with 

a qualitative or quantitative approach or a combination 
of the two. 

2. In the online learning system aspects used to determine 
the criteria for risk impact are performance, financial, 
reputation, confidentiality of information, and human 
resources. 
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3. Risk register can be applied to measure the risk of 
online learning activities through risk analysis and 
evaluation. 
 

VI. LIMITATION AND FUTURE RESEARCH  

The results of this survey are still very limited and still 
allow it to develop more perfect. This is because search 
results related to references that are very relevant to the 
research topic are still very limited. Therefore, this research 
is still very open to be developed more fully, especially to 
explore in more detail about the risks of security, privacy, 
and trust, especially in the educational environment. The 
benefits of this survey will be used as reference material for 
further research which will examine in more detail about the 
risks of information technology in the context of cloud 
computing. 
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